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Abstract of the contribution: This contribution proposes the need to send the LS on LI requirements on privacy solutions and proposes the draft of the same.

1 Proposal

For some privacy requirements and potential solutions it is important to know whether the IMSI shall be revealed to the serving PLMN or not for LI purposes. 

This pCR discusses the need of sending an LS to SA1 / SA3-LI asking the state of the LI requirements in the context of NextGen. 
Doing so will help the solutions avoid multiple variants supporting or not supporting the LI and to evaluate the solutions accordingly. 
2 LS_OUT draft 

1. Overall Description:

SA3 is working on the area of “Subscriber Privacy” in which one of the key-issues is about concealing the permanent or long-term subscriber identifier (c.f. IMSI in LTE). 

There are some solutions under study that “can” technically conceal the IMSI end-to-end. In other words, the IMSI “can” technically be hidden between a UE and a HSS. By using encrypted IMSI or pseudonym or combination of both, the proposed solutions propose mechanism so that all the nodes or network functions between the UE and the HSS cannot see the IMSI.

Having said so, SA3 is also aware of the following LI requirement that exists for the current generation of mobile networks: “a visited network shall be able to support the interception of all services without home network assistance or visibility”. In order to comply with the above LI requirement, there are some solutions which propose that the home network sends a plain-text IMSI to the visited network after or during the authentication procedure. 

In this context, SA3 would like to request the attention of SA1 and SA3-LI to the fact that - for V2X services, a mobile operator, alone, is not allowed to track the vehicle UE in some regions when required there by regulation according to SA1 TS 22.185. So the LI requirement as cited above seems to be challenging.

If the above mentioned LI requirement is removed or relaxed for NextGen mobile networks in general, then end-to-end privacy of IMSI can be achieved. For example, if it is acceptable that a visited network asks the home network for a current-pseudonym belonging to a particular IMSI, or a corresponding IMSI belonging to a particular pseudonym. 
SA3 kindly asks SA1 and SA3-LI to confirm if the above requirements will still remain or can be potentially relaxed for the NextGen mobile networks. In the latter case, please inform SA3 about the revised requirements.
2. Actions:

To SA1, SA3-LI groups.

ACTION: 
SA3 kindly asks SA1 and SA3-LI to provide answer to the problem stated above.

